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R-Cloud Statement of Requirement for Integrated Survivability KCA

Integrated Survivability (IS) covers 36 Capability Building Blocks (CBBs) across all three domains which can be generalised in the following way.
[image: ]
Given this breadth, the IS Key Capability Area (KCA) has been divided into four themes to form the structure of this SoR.
· Integrating Capabilities; which includes cross-cutting aspects of the KCA such as provision of advice, Modelling and Simulation, Test Facilities, etc;
· Susceptibility; the avoidance of detection and engagement;
· Vulnerability; the survival if hit; and
· Recoverability; the ability to reconstitute military functions and conduct a later mission.

Essentially, the overall IS philosophy is to disrupt the kill chain along the timeline of a hostile engagement. Consequently, the sub topics could be similarly split further. For example for Susceptibility, could include; planning tools (to avoid being there); denial of acquisition, missile launch detection, missile flight tracking, denial of track, aimpoint selection biasing; countering the operation of the fuze etc.

Some requirements covered in this KCA potentially overlap with other commercial frameworks. Where there is such an overlap they are specifically identified against the following frameworks:
· Materials and Structures S&T Centre (MAST); and
· Analysis Support Contract (ASC).

Within these broad topics further sub-areas have been defined which warrant support at low TRLs.

INTEGRATING CAPABILITIES
SYSTEMS ENGINEERING

System Engineering skills need to be applied to both MOD’s initial thinking about new capabilities as well as upgrading current capabilities. These capabilities are increasingly based on new and legacy systems to form an ever evolving system of systems or enterprise.  Specific areas of interest are covered below (from the INCOSE Handbook):
· Systems Thinking:
· Systems Concepts;
· Super-System Capability Issues; and
· Enterprise and Technology Environment.
· Holistic Lifecycle view:
· Determine and Manage Stakeholder Requirements;
· System Design;
· Systems Integration and Verification;
· Validation; and
· Transition to Operation.
· Systems Engineering Management:
· Concurrent Engineering;
· Enterprise Integration;
· Integration of Specialisms;
· Lifecycle Process Definition; and
· Planning, Monitoring and Controlling.
OPERATIONAL ADVICE

Provision of tools and techniques to assist in providing advice to the warfare centres requiring underpinning modelling, laboratory and field testing activities. Research and analysis may also be required to direct research, support operations via Reachback, evaluate equipment or assist decision making and base planning and the use of risk assessment for operational deployments.
LAND THREAT FOCUS & CO-ORDINATION (LTF&C)

This CBB is acknowledged across MoD as a unique and unrivalled source of operational reporting, incident analysis and intelligence appreciation. This CBB collates, co-ordinates, defines, analyses and disseminates pan-Dstl and MoD, information concerning the likely potential threat posed to Land vehicles, personnel and infrastructure both, in current operations and across the likely spectrum of future endeavours, including contingency operations. The Key Tasks therefore include:
· The definition, collection, collation, analysis and presentation of available component, sub-system, system and platform performance data to characterise potential threat weapons and platforms within the Land domain (ASC);
· The definition, characterisation, design, execution and analysis of exploitation activities of specific component, sub-system, system and platform performance data to characterise specific threat weapons and platforms within the Land domain (ASC);
· The characterisation of the deployment, employment, numbers and use of potential threat weapons and platforms in likely future mission tasks and scenarios within the Land domain (ASC);
· The definition, characterisation and analysis of likely trends in proliferation, performance and use of future threat weapons and platforms in the Land domain. This will also need to consider emerging technologies that might materialise in the longer term (ASC);
· The definition, design, development, implementation and maintenance of current and future threat and operational incident methods, techniques and models within the Land domain;
· The definition, collection, collation, analysis and presentation of historical and likely future operational incident data in support of future operations and requirements (ASC).
MODELLING & SIMULATION

There is a long-term goal to develop an Integrated Test, Evaluation and Analysis (ITEA) framework to support the whole of the IS KCA. The main requirements of the current capabilities are provided below.

SURVIVABILITY ANALYSIS

LAND INTEGRATED SURVIVABILITY ANALYSIS (LISA)

This CBB provides the primary focus for Land Survivability Analysis across defence and security domains, drawing together and exploiting relevant Survivability Systems S&T. This must consider the holistic survivability assessment of all Land platforms, including Combat, Combat Support (CS) and Combat Service Support (CSS) vehicles, personnel and operational infrastructure within a coherent and consistent framework that addresses all layers of the Survivability Onion. The Key Tasks include:
· The definition, design, development, implementation and execution of Integrated Survivability Analysis methodology and studies in support of individual Land Platforms, including vehicles and personnel;
· The definition, design, development, implementation and execution of Integrated Survivability Analysis methodology and studies in support Operational Infrastructure, including structures and services, vehicles and personnel within those facilities;
· The definition, design, development, implementation and execution of Integrated Survivability Analysis methodology and studies in support of Mission Survivability of Land Capabilities, considering the entirety of that capability, including ISTAR, C2, Logistical and Combat Support elements, in addition to the primary effector platforms;
· The identification, characterisation and quantification of key system and sub-system performance factors of the platform under consideration which will impact upon the survivability of the platform, including the employment of relevant  tactics and doctrine;
· Development and assessment of the contribution to survivability of individual system and sub-system performance factors associated with:
· Physical, electrical, electronic and virtual (information) architecture of the platform;
· Integral primary and secondary firepower immediately available to the platform;
· Protection afforded to the platform from passive, reactive and active protection systems directly available to the platform;
· All forms of primary and secondary signature associated with the platform, including visual, thermal, acoustic, magnetic, seismic, electronic and environmental (e.g. dust) aspects. This should also consider relevant signature management procedures, including the use of decoys and deception;
· Tactical and operational mobility of the platform, including its deployability, employment, terrain accessibility and agility within the spectrum of likely environments to be encountered (R);
· Integral primary and secondary surveillance and target acquisition systems available to the platform;
· Situational awareness afforded to the platform, whether derived from within the platform or provided by external sources which can be used just prior to and within the contact battle;
· Mission planning systems, processes and procedures available to the platform, prior to commencement of the mission and up until its involvement within the contact battle;
· Internal damage mitigation methods within the platform, such as provided by spall liners, sacrificial structures, redundancy and/or compartment design;
· Availability of other platforms in close proximity to the platform that are capable of impacting upon the survivability of the platform under consideration, e.g. close support vehicles.

LAND INTEGRATED SURVIVABILITY SYSTEMS & TECHNOLOGY (LISST)

This CBB provides equipment and technological survivability systems advice, including requirements definition, system development, technology maturation and evaluation at component, sub-system and system levels. This requires a broad understanding of potential survivability technologies and the solution trade-space that may be applied, primarily but not exclusively, within the Land domain. This specifically focuses upon active protection systems (such as soft kill and hard kill DAS), counters to such systems and to a lesser extent, signatures. The Key Tasks therefore include:
· The identification, definition, characterisation and potential application of future systems and technology likely to contribute significantly to the survivability of individual Land Platforms, including vehicles, personnel and infrastructure. This is constrained to the following capabilities within this CBB;
· The requirement definition, research, design, development, maturation and realisation of active integrated protection components, sub-systems and systems, including soft-kill, hard-kill and layered systems of such systems; and
· The requirement definition, research, design, development, maturation and realisation of signature management processes and components, sub-systems, systems and architectures, including visual, thermal, acoustic, magnetic, seismic, electronic and environmental aspects.

LAND LETHALITY SYSTEMS (LLS)

This CBB requires a broad appreciation of the systems design, engineering and analysis associated with weapon systems likely to be operated within the Land domain. This includes a full range of conventional weapons spanning small arms, support weapons, mortars, unguided and guided missiles, gun and rocket artillery, and vehicle main armament (tank guns and cannons). It specifically excludes consideration of less than lethal weapons. The Key Tasks therefore include:
· The identification, definition, characterisation, understanding and potential application of future systems research and technology likely to contribute significantly to the lethality of individual weapon systems within the Land domain;
· The identification, definition, design, development, maturation and assessment of weapon systems research and technology for artillery rockets and guns within the Land domain;
· The identification, definition, design, development, maturation and assessment of weapon systems research and technology for guided weapons within the Land domain;
· The identification, definition, design, development, maturation and assessment of weapon systems research and technology for small, medium and large calibre guns within the Land domain;
· The definition, characterisation and assessment of key performance drivers associated with the physical, electrical, electronic, fuzing and C2 architectures of weapon systems (ASC);
· The definition, design, development, maturation and assessment of weapon components and sub-systems and their criticality to achieving weapon lethality, including:
· Sensors and seekers;
· Guidance and control;
· Propulsion; and
· Fuzing and Warheads.
· The definition, design, implementation and execution of weapon lethality studies  to determine the likely lethality of current and future BLUE weapons against the spectrum of likely potential threat platforms (R), including influences from:
· Weapon/seeker aimpoint(s) selection; and
· Weapon sub-system and system delivery errors.

LAND LETHALITY OPERATIONAL ANALYSIS (LLOA)

This CBB undertakes operational analysis of individual weapon systems, through requirement definition, system effectiveness and cost-effectiveness of such systems and critically, seeks to understand the balance between these weapon systems that is required to operate effectively within the Land domain. The Key Tasks therefore include:
· The appreciation and utility of existing methods, techniques and models available to address the performance and effectiveness assessment of weapon systems within the Land domain (R);
· The definition, design, development, realisation and use of weapon assessment  methods, techniques and models in order to assess the cost and cost-effectiveness of current and future BLUE weapon systems against the spectrum of likely potential threat platforms and targets (ASC);
· The definition, design, development, realisation and use of assessment  methods, techniques and models in order to address the balance of weapon capabilities/investment required across the entirety of the likely potential Land threat platforms and targets (ASC).

MARITIME
· Techniques and metrics to assess the balance of Hard Kill and Soft Kill effector performance against the evolving threat.
· Determine the cost of survivability features on maritime platforms, derived on a common basis in order to make subsequent balance of investment studies meaningful.
· Support to the maintenance and development of Integrated Survivability models for the Maritime environment.

AIR

Given the current stance (C) and the Air environment advice and analysis nature of this capability, external requirements are aimed at improving our efficiency and throughput in this important area. This includes the following activities:
· Develop the optimal systems approach to survivability – for concept, Mid-life Update (MLU) and tactical considerations;
· Ensure threat and strategic developments are tracked and implications understood;
· Provide rapid assessments of emerging threatening circumstances;
· Understand the implications of future threat development, potentially utilising “novel” techniques;
· Develop the survivability case approach; and
· Tools and methods to represent new threat systems, integrated into current analysis.

To support these activities the following (non-exhaustive) list of research areas may be considered of interest:
· Improvements in efficiency and throughput of analysis models, with computational flexibility and architecture to operate on different networks (at different classifications);
· Provision of underpinning data on the systems-level performance of threat systems, strategic geographical representation of scenarios and survivability systems. This should include the provision of flexibility in analysis tools to react to emerging tactical situations and support rapid advice requests;
· Techniques and metrics to evaluate novel threats and novel countermeasures;
· Techniques and metrics to assess the benefits of the fusion of survivability technologies;
· Tools and techniques to validate higher level models;
· Consideration into the analysis of the impact of Multi-spectral threats on UK air assets;
· Technologies to support EOPM (Electro Optical (Sensor Systems) Protection Measures); and
· Improving the ways in which survivability requirements are specified and contracted.
Improving the ways in which survivability enhancements are evaluated against the original (and revised) requirements.
MITL SIMULATION – INTEROPERABILITY ASSESSMENT

This is specific to the Air environment, but similar approaches may be developed for Land and Maritime.

As with the more general Survivability Advice and Analysis, this capability is currently Stance C, and mainly consists of Man-in-the-Loop (MITL) simulator support to the Lightning II Operational Effectiveness Assessments for a variety of Air-to-Air and Air-to-Ground Missions using Military Aircrew. Only aspects of maintenance and sustainment and Capability enhancement require external support, which is usually managed within small value purchase processes. Larger procurement activities have previously been managed by Dstl Commercial as EM tasks and some ongoing EMR exists using an existing framework. Opportunities to deliver other tasks as EMR are also being investigated.
STRUCTURAL DYNAMICS

The following are required in support of the Dstl Structural Dynamics capability:
· Finite Element Modelling  support;
· Contract Support for High Performance Computing; and
· Development of high strain rate material models.

Specific analytical requirements underpinning this capability:
· Test and Evaluation of materials for validation of numerical models; and
· Development of methods to provide experimental data for numerical models. This will include CT Scanning, Taylor tests, Hopkinson bar techniques and other such testing to get a range of material properties under high strain rate conditions.
Software

Development of new software tools for numerical and statistical modelling purposes, specific software tools/frameworks would be mandated to maintain and enhance existing capabilities – C++ (Visual Studio), Fortran, Java, UML, OpenGL, SQL, Perl, Qt.
SPECIFIC TECHNICAL M&S DEVELOPMENT
Improved Underpinning Models and Understanding of IED Physics

Long-term low TRL, academic-type research is required to understand IED physics. This will result in the generation of better analytical, numerical and empirical models of phenomena. 
Modelling of warhead/SCJ and countermeasure interactions
· Efforts to model and predict interactions between warheads with Shaped Charge Jets (SCJ), the SCJ resulting from their detonation and any countermeasures will be required to inform future armour system development; and
· Modelling of reactive armour systems may take place in Academia or in conjunction with Foreign Government agencies.
CASUALTY ANALYSIS

Development of tools and techniques to assist in the capture and analysis of casualty data

Technical research may be required that supports the Ministry of Defence’s long term capability to capture and manage casualty data, including examination of the trends and presentation of the findings; this includes the development of software systems to assist in the handling, analysis and imaging of casualty data, and may include 3-D surface wound mapping, handling large data sets and the production of appropriate (intuitive) software database user interfaces and data gathering tools/techniques (including data mining and questionnaires). This may include novel data analysis and presentation techniques, including the research into the feasibility and/or utility of these systems. This work may be shared with international partners.
GENERAL ANALYSIS TECHNIQUES

Statistical Analysis
Statistical Analysis of current capabilities to assist the refinement of existing tools / development of new tools and eventually raise the associated TRL
Risk Assessment

Research may be required to support development of risk models to support all IS research requirements. 
TEST FACILITES
Personal Protection & Understanding Injury Mechanisms

Research may be required that involves the testing and analysis of conventional weapons (small arms, grenades, blast weapons, etc.) effects to determine the performance of the weapon system and the terminal effects (against personnel or personal protective equipment). This may include: 
· Ballistic threats, blast threats, blunt trauma, burns and environmental challenges
· The testing of Personal Protective Equipment (PPE) against military threats and physical and environmental effects;
· The development, validation, or use of injury models; and
· Mechanical testing of manufactured or biological materials.

MARITIME TEST EQUIPMENT
· Automatic hit counting and performance metrics for small arms training
· Test and evaluation of materials used in maritime platform construction, (e.g. Blast testing of composite panels) 
· Assessment of degradation in the materials used in maritime platform construction, (e.g. due to stress or corrosion) 

POWER SOURCES

Research and development may be required into new battery chemistries and designs and into other power sources including, but not limited to, photovoltaics, kinetic energy harvesting, engines, and fuel cells. In addition to research work assessment of commercial power sources may be required. Measurements and estimations of current and future military power requirements may be required and this may involve studies, testing work and the design and production of equipment to enable such measurements to be taken.  Power systems research and studies may also be required. Such work may be required for land, sea and air domains.
DEFENCE MATERIALS, STRUCTURES & PLATFORMS

Technical research may be required all aspects of materials, structures and platform science to support the delivery of enhanced defence systems that meet existing and future threats and have significantly reduced ownership costs. This may include:
· Materials / process modelling and development;
· Novel / extreme testing;
· Joining and advanced manufacturing; and
· Corrosion / ageing platforms.

Note that this part of the IS KCA SoR does not include the work covered or planned within the Materials and Structures (MAST) S&T Centre.
Development of Specialist Materials and Structures
· The creation and development of new material types for armour applications.
· Research may also consider manufacture methods to build novel protective structures from existing materials. It may also consider how existing materials may be used or modified in novel armour applications.
· Research may be at very low TRL such as undertaken in academic institutions.

SUSCEPTIBILITY
ACOUSTICS & HYDROGRAPHY

Technical research may be required to support the development of acoustic detection and measurement systems; these systems may be required to operate underwater, in air, on land, or within mechanical structures.  Research may cover any aspect of these systems such as:
· Transducer design and performance;
· Acoustic propagation modelling;
· Acoustic signature modelling and measurement;
· Modelling and measurement of the environment (underwater or air);
· Signal and image processing;
· Acoustic properties of materials; and
· Prediction of detection and classification performance of acoustic systems.
The military context of this research could include naval mine countermeasures, anti-submarine warfare, and battlefield acoustics.
ELECTRONIC WARFARE

The provision of support for EW capabilities comprising Electronic Attack (EA), Electronic Protection (EP) and Electronic Surveillance (ES) as an enabler for a wide range of military platforms, supporting threat avoidance, targeting and also contribution to wider EW and ISTAR operations.

Key skills include:
· EW domain knowledge and skills;
· The ability to provide relevant and timely advice;
· Requirements capture;
· DLoD analysis;
· Human factors;
· Benefits assessment;
· Modelling;
· Verification and validation including performance assessment;
· Experimentation;
· Test and evaluation;
· Architecting;
· Systems design;
· Systems engineering; and
· Implementation and demonstration.

In support of the following activities:
· ES techniques and payloads, including threat warners;
· EA techniques and payloads;
· EP techniques and payloads;
· Multi-functional payloads;
· RF systems and antennas;
· Signal processing design and real time implementation;
· Collaborative geolocation techniques;
· Payload architectural design and information exchange standards;
· Interoperability standards;
· EW concepts of operation
· EW command and control and systems architecting; and
· Systems integration, including with systems wider than EW.
RADIO FREQUENCY PROTECTION NOVEL CONCEPTS

The RF Protection Novel Concepts CBB develops low TRL Radio Frequency Countermeasures (RFCM) against all sensors and computers that form Radar Guided Weapon Systems in both the Air and Maritime domains. This includes, but not limited to, Early Warning, Target Acquisition, Target Engagement and Fire Control Radars as well as Battle Management and Command and Control systems. Research and development may be required into RFCM techniques and technologies including concept identification, radar system modelling, RFCM waveform modelling, technology prototyping, scenario modelling, laboratory testing and field testing.
OPERATIONAL RFCM ADVICE

The Operational RF Counter-measures CBB aims to progress promising research throughout the Technology Demonstrator phase. The CBB also supports the handover of the technology to the appropriate Warfare Centre once it has matured to a suitable TRL. This is area is still part of the research phase and therefore is likely to require further modelling, laboratory and field testing activities. 
ELECTRONIC PROTECTION MEASURES

The Electronic Protection Measures (EPM) CBB aims to understand functionality of specific threat RFCM systems and develop generic EPM techniques which could be used by UK operational RF sensors. This work may require EPM technique design, RF sensor modelling, threat RFCM system modelling and scenario modelling.
EO CM NOVEL CONCEPTS

Technical research may be required to support the development and assessment of concept systems designed to protect against current and future electro-optically guided threats, including those involving man in the tracking loop. These areas include threat defeat, decoy, soft-kill and hard-kill techniques using pyrotechnics, directed energy, kinematic approaches and any other techniques identified during the course of the research. Technical research required may include activities in the following broad areas:
· Mathematical modelling of threats and countermeasures in varying environments, including areas such as flight modelling, target tracking, scene generation, ballistics and countermeasure effect across the electro-optical spectrum;
· Electro-optical system physics and modelling, including lasers and other effectors, sensors and platforms;
· Research into areas including lasers, optics, pyrotechnics, electro-optical systems, simulation techniques and human effects;
· Engineering design, manufacture and assessment/demonstration of systems including the integration of additional or pre-existing models and/or equipment; and
· Simulation, test and evaluation of threats and countermeasures in a variety of situations including virtual, signal injection, human effects and live flight.

The context of this work could involve support in the air, land and maritime domains.  Tasks within this requirement might include the design and manufacture of physical products, scientific measurements, scientific technical research, development tasks, advice, support, studies, trials and operational analysis into threat and countermeasure systems.


EO/IR CM SYSTEMS

Technical research may be required to support the understanding, assessment and defeat of EO/IR threat systems as well as the understanding, development and assessment of CM techniques and technologies.  Technical research required may include activities in the following broad areas:
· Development of on-board and expendable CM;
· Smart/programmable CM and CM systems;
· Modelling of threats and countermeasures across the EO spectrum; and
· EO system physics and modelling, including lasers and other effectors, sensors and platforms.

The context of this work could involve support in the air, land and maritime domains. Tasks within this requirement might include the design and manufacture of physical products, scientific measurements, scientific technical research, development tasks, advice, support, studies, trials and operational analysis into threat and countermeasure systems.
THREAT WARNING SYSTEMS

Technical research may be required to support and build understanding of technologies relating to detection of threat systems across EO, Infra-Red (IR) Ultra Violet (UV) Radio Frequency (RF), Laser and Acoustic sensors and detection technologies as applied to the protection of military platforms in all domains. The Technical research required may include activities in the following broad areas:
· Atmospheric and environmental physics and propagation of energy forms of interest such as IR, UV, RF Laser and Acoustic;
· EO/IR/UV, hostile fire, Laser and Acoustic physics including sensors, detectors, lenses;
· Sensor research including optics and electro-optics, Laser detectors, warners and receivers, inertial navigation and GPS positioning systems;
· Materials science of solid state materials, semiconductors, meta materials, materials and nanoparticles;
· Algorithm research & development including data acquisition, manipulation and reduction methods, signal processing, IR and UV imaged processing methods, techniques and visual imaging;
· Understanding material interactions and electro-magnetic interference, including damage and other effects on sensors, detectors and devices;
· Mathematical and physical modelling and simulation including numerical modelling of sensor and sub systems performance modelling, optimisation, software development and modification;
· Engineering design, manufacture and assessment of sensor systems including sub systems and sensor detection technologies integrated into systems;
· Simulation, test and evaluation of sensor systems and sub systems, including, environmental testing and automation of experiments, detection and declaration performance including false alarm rates, clutter processing and rejection techniques;
· Cyber related aspects to threat warning systems and sub systems such as elements of the warning systems, sensors, navigation units, controllers, data processing units, message networks/bearers, logic controllers etc; and
· Threats systems research to understand the impact of signatures in all domains and energy forms, on threat warning sensors and systems performance. This could include propulsion methods in the ejection, boost and sustain phases, thrust profiles, operation times, signatures, support equipment.
The context of this work could involve sensors and systems for the protection of military platforms in the air, land and sea domains. The sensor technologies could be active or passive and are required to be effective against active and passive threat systems. The exploitation of technological developments and novel use of existing technologies from areas not related to military applications. Tasks within this requirement might include the design and manufacture of physical products, scientific measurements, scientific technical research, development tasks, advice, support, studies, trials and operational analysis of any existing and developed platform protection systems or sub-systems.
MARITIME SIGNATURES 

The Maritime Signatures area includes; RF, EO and  UW acoustic aspects, including but not limited to:
· High resolution radar signature measurements of maritime platforms, (data gathering and processing);
· Support to EO signature evaluation of maritime platforms, (data gathering and analysis).
· Submarine and ship acoustic noise mechanisms and prediction modelling, (including far-field radiated noise prediction);
· Techniques and technologies to mitigate acoustic signatures of platforms (e.g. to mitigate signature degradation of materials over time);
· Mine countermeasures TES measurements and modelling;
· Demonstration of a susceptibility management system for submarines; AND
· Novel technology and system solutions to reduce the observability of platforms (e.g. submarine masts).

AIR SIGNATURE ASSESSMENT & CONTROL

This area provides the capability to ensure that appropriate Low Observable (LO) technologies are developed and available in time for future procurements of air vehicles including fixed-winged and weapon systems. The current activities include the following:
· Development of signature specifications (EO/IR, RCS and possibly acoustic) and the associated processes to verify and manage these signatures throughout the lifecycle of a concept, including its in-service support. The overall specification is deconstructed into budgets for sub-systems and individual components; although this process is “owned” by the vehicle manufacturers, MoD requires an independent process to verify the approach and assess risk and (whole-life) cost implications;
· Provision of a capability and service to assess the signature of proposed concepts, as part of coordinated and balanced design processes. Within these processes, assessment of technical maturity and the associated risks to delivery needs to be articulated;
· Provision of technical scrutiny of industry’s concepts to ensure the appropriate exploitation of UK’s technological investment;
· Maturing specific Low Observable (LO) technologies, identified as being required through the budget process, to manage the delivery risk of future systems;
· Development and maintenance of the tools and techniques required to underpin the specification and assessment processes; and
· Provision of the appropriate data and advice to support the Integrated Survivability approach, including signatures / countermeasures performance optimisation.
Research areas that may assist in the delivery of this capability include, but are not limited to, the following:
· Novel LO materials (at low TRL)[footnoteRef:1]; [1:  This does not include the work covered or planned within the MAST STC.] 

· Improved signature prediction capabilities, especially for air vehicle acoustic signatures, but also techniques and algorithms to improve the efficiency of computational electromagnetic (CEM) predictions;
· Improved and validated human perception models;
· Robust Near-Field to Far-Field Transform algorithms (NFFFT); and
· Statistical data to assess EO propagation and detection in the full range of UK military scenarios, including clutter metrics.
MARITIME COUNTERMEASURES
In addition to EO/IR CM SYSTEMS identified above, for Maritime the following specific countermeasure themes are identified:
· Mine countermeasures,(e.g. automatic target recognition techniques, performance and operator confidence)
· Future anti-torpedo countermeasure systems – concepts and technology options 
· Future UW defensive aids suites technology options, (including torpedo detection, classification and localisation)
· Maintenance of the TMSS and ODIN models to ensure they remain able to assess the capability of UK maritime platforms against the threat.



VULNERABILITY
ELECTRO-OPTICS PROTECTION MEASURES

Technical research may be required to support the development and assessment of systems designed to protect against dazzle and damage from laser and broadband sources, for all Electro-Optic (EO) sensors including the human eye, in all domains.  Technical research required may include activities in the following broad areas:
· Bio effects and human factors research relating to the human eye;
· Atmospheric physics and propagation;
· EO System physics, including the eye, cameras and detectors, lenses, coatings and dyes.
· Optics research including non-linear optics, photonics, and electro-optics;
· Materials science of solid state materials, semiconductors, meta materials, liquid crystals, optoelectronic materials and nanoparticles;
· Understanding laser-material interactions, including damage and other effects on detectors and devices;
· Mathematical modelling including numerical modelling of complex materials, systems modelling and optimisation and software development and modification;
· Engineering design, manufacture and assessment of EO Protection Measure (EOPM) systems including laser eye and sensor protection technologies integrated into systems; and
· Simulation, test and evaluation of EOPM systems, including human effects testing, environmental testing and automation of experiment.

The context of this work could involve protection measures for sensors in the air, space, land and maritime domains.  Tasks within this requirement might include the design and manufacture of physical products, scientific measurements, scientific technical research, development tasks, advice, support, studies, trials and operational analysis into EO materials and systems.

LAND VULNERABILITY & LETHALITY (LV&L)

This CBB undertakes analysis of BLUE weapon lethality against current and future threat Land platforms and conversely, assesses the likely vulnerabilities of the full spectrum of BLUE Land platforms to current and future threat weapons. This CBB therefore underpins a range of systems and operational analysis endeavours, principally within the Land domain, but also more widely through High Level Operational Analysis (HLOA) and other niche domains, such as the operational training domain. The Key Tasks therefore include:
· The definition, design, development, implementation and execution of generic weapon assessment  and analysis methods, techniques and models in order to assess the performance of current and future BLUE weapon systems against the spectrum of likely potential threat platforms and targets;
· The definition, design, development, implementation and execution of generic platform vulnerability assessment  and analysis methods, techniques and models in order to assess the likely vulnerability of current and future BLUE platforms against the spectrum of likely potential threat weapons;
· The definition, characterisation, construction and commissioning of geometric digitised platform descriptions for use in weapon lethality and platform vulnerability assessment. This will include the definition and assignment of the criticality of platform components, sub-systems and systems to platform capability;
· The definition, characterisation, development and implementation of damage algorithms for component, sub-system and systems for use in weapon lethality and platform vulnerability assessment against a range of threat insults;
· The definition, characterisation, design, development and implementation of blast insults in platform vulnerability and weapon assessment methods, techniques and models;
· The definition, characterisation, design, development and implementation of specific threat insults in platform vulnerability and weapon assessment methods, techniques and models. Such insults could include kinetic energy, chemical energy, blast, fragmentation, thermal and combinations thereof, as and when relevant;
· The definition, design, implementation and execution of platform vulnerability analysis studies  to determine the likely vulnerability of current and future BLUE combat vehicles against the spectrum of likely potential threat weapons;
· The definition, design, implementation and execution of platform vulnerability analysis studies  to determine the likely vulnerability of current and future BLUE personnel against the spectrum of likely potential threat weapons; and
· The definition, design, implementation and execution of platform vulnerability analysis studies to determine the likely vulnerability of current and future BLUE operational infrastructure against the spectrum of likely potential threat weapons.

AIR VULNERABILITY

The Air Vulnerability Capability exists to provide the ability to conduct research and give advice on Vulnerability of Air Platforms to the whole spectrum of weapons effects. It is concerned with a wide range of technical disciplines such as Aero Engineering, Materials, Mechanical Engineering, Ballistics, Armour and Applied Physics. Current key research activities expected to continue over the next 5 years are:
· Understand and evaluate the vulnerability of Aircraft Fuel Systems to attack by Ballistic weapons. Including initiation, propagation, sustainment of fires and explosions and resulting aircraft damage caused. This is predominantly a trials based activity with a contractor already established.  Further capability may be needed via Academic partners or other industry support;
· Investigation into the processes which cause catastrophic failure in aircraft structure as a result of fire damage to CFRP. Currently this is contracted to academia but this area could be extended to include research institutes and or industry to widen the application or extension of the work to more general vulnerability issues involving ballistic attack;
· Development and maintenance of V&L modelling capability to meet current and future requirements for vulnerability system engineering models; and
· Provision of hardware, in the form of “few off” test items, to support vulnerability trials.

MARIME INTEGRATED PLATFORM PROTECTION
· R&D into application of lightweight armour technology to Naval Craft, based on COTS technologies.
· Operational concepts and affordability of permanently attached or removable protection concepts
· Development and maintenance of maritime platform system vulnerability models, (E.g. Survive)
· Techniques and assessment of the vulnerability of maritime platforms, (e.g. including minor war vessels)
· R&D into vulnerability reduction, (e.g. platform design concepts and technologies) for maritime platforms. To include reducing the vulnerability to all types of threat system including small arms.

AIR PLATFORM PROTECTION

The Air Platform Protection (APP) capability supports in-service platform as well as constructing a more robust approach to the integration of Defensive Aids Suites (DAS). This capability comprises of the following main themes:
· Assessment of DAS components;
· Performance analysis of installed DAS, including trials planning and analysis;
· Development of improved integration and systems architecture, including the Common DAS approach (CDAS), which is now an active thrust within NATO; and
· Provide technical advice for a future force Air platform protection strategy (FF-APP).

Therefore, supporting research would be considered in the following areas, but not limited to:
· Improved analysis tools for recorded trials data;
· Advanced functionality within DAS controllers;
· Advanced simulation of DAS for T&E and training; and
· Advanced open architectures for DAS.
REACTIVE PROTECTION

The ability to defeat kinetic and chemically formed projectiles by reaction, either explosively, electronically or otherwise and comprises the following:
Test and Evaluation of Prototype Armour Systems and Components and Threat Systems
· Low-to-Mid Technology Readiness Level (TRL) (TRL levels 1-7) Test and Evaluation (T&E) may be required to evaluate sub-system and prototype protection schemes; and
· Characterisation of the performance of emerging and extant SCJ warheads may be required to inform the development of suitable countermeasures and armour systems. 
Pulsed Power Research

The development and T&E of pulsed power components and systems from low-to-mid TRLs may be required to facilitate reactive armour systems. These activities may take place in a laboratory or a range setting, requiring varying levels of support. Commercial manufacturers of pulsed power equipment may be involved, as well as Other Government Departments (OGD).

Construction of Prototype Reactive Protection Systems

The construction of a complete reactive armour system (to include sensor systems and countermeasures) may be required to assess the performance of the overall system against a variety of threats. The reactive armour system will be at a moderate TRL, and may require input from commercial armour manufacturers for its construction and integration.
Exploiting legacy data on Kinetic Energy Long Rod Penetrators 

Dstl possesses extensive legacy data on the development and T&E of KE LRPs and reactive armour systems to counter this threat. This data will require suitable documenting and archival to facilitate its exploitation to inform future armour development.
BLAST & IED PROTECTION

The requirement seeks to minimise damage to platforms and injuries to personnel and comprises the following: 
Test and Evaluation of Prototype Armour Systems and Components

Low-TRL T&E may be required to evaluate sub-system and prototype protection schemes. This may include: 
· Development and provision of methods for cost-effective armour evaluation including accurate launch of high-velocity projectiles and high-precision explosives detonation;
· Full-scale blast and IED test capability for evaluation of armour prototypes;
· Evaluation of emerging IED capability and prototype surrogates; and
· Material and system testing at low and high strain rates including plate impact, drop testing, and Hopkinson pressure bar. May include development of bespoke testing methods.
Development of Specialist Materials and Structures
· The creation and development of new material types for armour applications;
· Research may also consider manufacture methods to build novel protective structures from existing materials. It may also consider how existing materials may be used or modified in novel armour applications; and
· Research may be at very low TRL such as undertaken in academic institutions.
Construction of Prototype Vehicle Armour for Test

Research may be required to develop prototype armour systems for test. This will include manufacture of armour from promising (and sometimes proprietary) components and sub-system for evaluation in live-fire scenarios.
Construction of Prototype Vehicle Armour for Test

Research may be required to develop prototype armour systems for test. This will include manufacture of armour from promising (and sometimes proprietary) components and sub-system for evaluation in live-fire scenarios.
Development of Specialist Materials

The development of new materials for use as sensors in reactive armour systems may be required to effectively detect and react to incoming threats. Typically this work tends to be at a low TRL.
ARMOUR SYSTEMS

This requirement includes technical research in support of the Force Protection Engineering (FPE) research programme and seeks to address the following:
Understanding of material and structural response

Low-TRL research may be required to underpin applied research tasks for Force Protection Engineering (FPE):
· Improve understanding of the response of soils at high strain rates, including interaction with structural elements and projectiles, and including the population of material models for hydrocode modelling;
· Improve understanding of the behaviour of soils at low strain rates, including foundations, behaviour in soil filled FPE solutions and the deliberate modification of soils to improve properties;
· Improve understanding of the response of structures to loading, including but not limited to the moment/rotation behaviour of joints and couplings and the buckling behaviour of beams and columns;
· Improve understanding of the structural behaviour of temporary structures, expeditionary protective structures, and the retrofitting of existing structures to suit operational requirements; and
· Improve understanding of the response of all structural types to blast and fragmentation.
Force Protection Engineering solutions

The creation, improvement or evaluation of FPE solutions (equipment, consumables, strategies, tactics, tools, techniques or software) to provide one or more of:
· Protection from indirect fire munitions and effects; 
· The compartmentalisation of operating bases (provision of internal barriers designed to increase survivability principally against indirect fire attack);
· Types of protection against indirect fire, for example sleeping, working or buildings;
· FPE structures optimised for factors influencing operational effectiveness / survivability, deployability and through life cost;
· Sangars, including lightweight modular solutions;
· Protected cabin and accommodation technology solutions;
· Modular structural systems;
· Protection of critical base infrastructure, including fuel, water, ammunition stores , power generation and communications; and
· Solutions that aid the occupation or use of buildings or other items present in urban warfare.
Perimeter Protection

Technical research may be required to support development of measures to protect base perimeters.
PASSIVE PROTECTION

This requirement includes technical research in support of the providing protection for the soldier and tri-service platforms. The requirement seeks to address the following:
Understanding of material and structural response

As Passive Protection address R&D from low level TRL through to UOR deployment in both soldier systems and material evaluation, Test and Evaluation (T&E) will be required to:
•	Improve the understanding of material performance at high strain rates;
•	Have knowledge of how materials behave in overmatch;
•	Understand the effect of Kinetic Energy and Momentum transfer to the soldier; and
•	Understand new and evolving threats on current deployed systems.
Development of Specialist Materials

Exploitation of new materials, or more importantly, the synergist effect of 2 more materials will provide the next breakthrough in performance improvement. It is likely that industry and academia will play a significant role in the development of any new materials but it will be the skills of the Passive Protection personnel who will exploit these new developments.
Formation of new Testing Standards 

The output of the work undertaken in passive protection has direct input into NATO Standardisation Agreements (STANAG) 2920 (Testing of Body Armour) and 4569 (Vehicle assessment). Dstl Personnel from Passive Protection sit on NATO Standardisation Agreement (STANAG) committees but may require technical support in order to discharge their duties.
Analysis

Interpretive analysis (and understanding) of new and legacy data is a pre-requisite in directing future research, whether in-house or through suppliers and support to operations evaluations. As the quantity of trials reduce, optimising the data gathered is as significant as the analysis, as is maintaining the skills of the people interpreting the data.

UNDERSTANDING INJURY

Model Capability Development

Technical research may be required that supports the Ministry of Defence’s capability to predict mechanisms of injury due to conventional military threats (blast, gunshots, fragmenting munitions, air delivered weapons, crush, blunt trauma, burns, etc.) to personnel who may or may not be protected and may be in the open, in a structure or in a vehicle. Technical research may be required that leads to a greater understanding of the mechanisms of injury or produces:
· Physical models;
· Algorithms of injury;
· Numerical models; and
· Rules of thumb.

These models may be used as stand-alone models to predict injury, or may be integrated into a larger casualty prediction capability (which may require the output to be specified in a particular way).

The work may require specific controls, such as:
· The ability to share the outputs with international partners.
· The ability to share the outputs with other industrial organisations or other UK government agencies.
· Specific controls on the traceability and quality assurance of the model development in accordance with government policy and the Macpherson Report.
· Computer coding in accordance with Dstl or Government requirements to permit applications to be run on networks.
· The ability to handle sensitive (in terms of security classification or public relations) information.
PERSONAL PROTECTION
Design Tools

Technical research may be required to produce design tools that assist in the design or assessment of personal protective equipment. This may include:
· Assessment framework tools to assess the burden of PPE or equipment on personnel (mobility, agility, cognitive, etc.);
· Tools that simulate the demands of the operational environment;
· Tools that assist in the assessment of coverage or protection levels;
· Tools that assist in the assessment of effects of the threat overmatching the protection;
· Tools to assess the effects of the interaction of protection on the user such as Behind Armour Blunt Trauma (BABT);
· Capture requirements for PPE selection or PPE specification; and
· Tools to assess physical, environmental and time effects on protection performance.
Novel Instrumentation

Technical research and development may be required into novel tools and techniques for instrumenting the representation of aspects from the military operational threat environment. These may include tools or techniques that:
· Simulate or replicate the threat (blast, bullets, fragmentation, blunt impact, thermal threats, etc.);
· Measure the dynamics of the threat (impact forces/accelerations, pressure);
· Measure the dynamics of target response to the threat (motion of materials, shock wave propagation);
· Measure the physiological consequences of a biological target’s mechanical response.
· Use specific injury models;
· Provide novel imaging, recording and processing of manufactured or biological structures; and
· Allow for improved data capture/gathering techniques (ie. measure properties that cannot be measured using conventional techniques/equipment or apply measurement methods in a new way).

Prototyping

Support is required to the ongoing research programme that produces small numbers of items, including novel PPE, injury models, test fixtures, instrumentation, and representative threats. This may include the production of:
· Concept demonstrators; and
· Drawings.

RECOVERABILITY

· Development of methods to assess the recoverability of maritime platforms;
· Study and assessment of the capacity of maritime platforms to recover mission capability; and
· Novel design concepts to improve the recoverability of maritime platforms.
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